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Note: Attempt All Questions.

L.

Explain the concept of cyberspace and its architecture. How

does web technology facilitate communication and data transfer?
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Discuss the major challenges in cyber security. What measures

can be taken to protect sensitive data on the internet?
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What are the different types of cybercrimes? Explain
cybercrimes against individuals, organizations, and government

entities with examples.
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Describe the IT Act 2000 and its amendments. How does it help

in controlling cybercrime in India?
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How do social media platforms pose security risks? Discuss
various privacy concerns and best practices to ensure social

media safety.
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. Explain the different types of digital payment methods. What

are the common frauds associated with digital transactions, and

how can they be prevented?
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. Discuss the role of RBI guidelines in securing digital

payments. How do these guidelines protect customers from

unauthorized banking transactions?
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. What are firewalls and antivirus programs? How do they help in

enhancing cybersecurity for personal and organizational use?
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. Explain the significance of security patch management and

password policies. Why are they important for protecting

digital devices?
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10. How can organizations and individuals ensure Wi-Fi security?

Discuss the basic security policies and permissions that should

be configured.
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